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Abstract— Achieving high speed physical layer security is a
constant pursuit but critical challenge for the information society.
In this paper, a novel symbol-by-symbol optical phase encryption
technique relying on ultra-long, reconfigurable optical phase
patterns and commercial off-the-shelf dispersive components
is proposed for high speed physical layer security. A record
40Gb/s secure optical communication system with symbol over-
lapped, optical phase encrypted differential-phase-shift-keying
modulated signal is experimentally demonstrated based on the
proposed technique. Security robustness against various eaves-
dropper’s attacks has been validated for three optical codes with
a chip rate of 40Gchip/s and variable code-length of 128-chip,
512-chip and 1024-chip, respectively. The demonstrated technique
exhibits the advantages of supporting high bit rate operation and
advanced optical modulation formats, improving code flexibility
and cardinality, which makes it very promising for future ultra-
fast secure optical communication.

Index Terms— Secure optical communication, communication
system security, optical encryption, optical signal processing.

I. INTRODUCTION

ITH the tremendous growth of big data in optical
W network, information security is becoming increasingly
important, particularly in those security-sensitive applications
such as military secret exchange, banking business, and private
information sharing. Conventional software encryption strate-
gies relying on computational complexity are facing severe
challenges, as the emergence of super-computers or quantum
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computation will soon be able to crack the cryptography
algorithms and perform prime factorization within acceptable
time [1]. In order to meet the security demand of optical
fiber communication system, hardware based physical layer
encryption approaches have received much attention to cir-
cumvent those computation threats [2], [3]. As one of the most
prominent techniques, quantum key distribution based secure
optical communication has made great achievements in the
past decades, offering theoretically absolute security based on
uncertainty principle. But unfortunately, great efforts towards
fully compatibility with commercial fiber-optic components
are still in progress [4].

Chaotic optical communication is another attractive solution
for physical layer security. In chaotic secure communication,
the confidential information is concealed into the noise-like
chaotic signal utilizing a chaotic optical transmitter. Only the
authorized user with a synchronized chaotic optical receiver
will be able to recover the chaotic optical carrier and then
extract the confidential data [5], [6]. However, conventional
chaotic optical transceivers usually require the use of complex
laser structures and are extremely sensitive to the parameters
mismatch [7], leading to the contradiction between robustness
and security. Moreover, the bit rate of confidential data is
greatly restricted by intrinsic relaxation oscillation frequency
of chaotic signal [8], [9]. Hence, it is essential to explore other
potential hardware encryption solutions using commercial low-
cost optical components for secure optical communication.

Optical code (OC) processing technique is emerging as
another attractive candidate for achieving physical layer secu-
rity in recent years, due to its striking advantages of fully
compatibility with conventional fiber-optic components and
modern optical signal processing technologies [10], [11]. As
the key component for optical code generation and recognition,
the optical encoder is able to transform the optical pulse
into a noise-like signal according to the unique OC, which
intuitively makes an eavesdropper impossible to intercept
the confidential data without the authorized OC and hence
improving the data confidentiality. However, because most
optical encoders usually have a fixed OC that cannot be
rapidly reconfigured, an eavesdropper is possible to break
the security by exhaustive brute-force attack or analyzing the
fine structure of the encoded waveform or spectrum [12]. It
has been already demonstrated that conventional on-off-keying
(OOK), differential-phase- shift-keying (DPSK) or even code-
shift-keying modulation formats are very vulnerable to simple
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Fig. 1. Experimental setup of the secure symbol-by-symbol optical phase
encryption system (a) 40Gb/s optical encryption (b) optical decryption
scheme.

power detector or DPSK demodulation attack [13], [14].
Furthermore, the bit rate of OC processing systems is greatly
limited by the chip rate and OC length, and the operation speed
is generally restricted to 10Gb/s in conventional systems [15],
[16]. Advanced optical encryption and modulation formats are
thus highly desirable to eliminate the security vulnerability and
enhance the transmission speed beyond 10Gb/s for high speed
secure communication.

In this work, we propose a novel time stretched symbol-by-
symbol optical phase encryption scheme with advanced phase
modulation formats for high speed secure optical communica-
tion, which is capable of breaking the constraint between the
bit rate, chip rate, and OC length. Ultra-high bit rate and chip
rate, as well as ultra-long OC length can be simultaneously
supported based on this scheme. A record 40Gb/s secure
optical communication system with differential-phase-shift-
keying modulated data and ultra-high chip rate of 40Gchip/s,
ultra-long OC of up to 1024 chips is successfully demon-
strated. The demonstrated system is very robust against both
power detection and DPSK demodulation attacks, exhibiting
great potential for combining hardware and digital encryption
techniques to significantly enhance the security of fiber optical
communication system.

II. PRINCIPLE AND EXPERIMENT SETUP

Fig 1 illustrates the proposed symbol-by-symbol optical
phase encryption technique and experimental setup for high
speed secure communication. As shown in Fig. 1(a), an
actively mode-locked laser diode (MLLD) operated at 10GHz
is used as the laser source to generate a series of optical pulses
with nearly transform-limited pulse width of 2.8ps and center
wavelength of 1550.75nm. Then, the 10GHz optical pulse train
is time-division-multiplexed into 40GHz pulses by a four-stage
planar lightwave circuit (PLC) based optical-time-division-
multiplexer (OTDM), which is equivalent to directly use an
expensive 40GHz MLLD that is unavailable at the time of this
experiment. After that, a pseudo-random-bit-sequence (PRBS)
with a bit rate of 40Gb/s and data length of 2° — 1 is precoded
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Fig. 2. (a) Spectrum and (b) waveform of the 40Gb/s DPSK optical signal
before symbol-by-symbol phase encryption; (c) is the waveform of the time
stretched optical pulses.

into DPSK data format and output by a bit pattern generator
(BPG). The DPSK data is then used to phase modulate the
optical pulse train through a 40GHz phase modulator to
generate the 40Gb/s DPSK optical signal. In order to alleviate
the dispersion mismatch in the whole system, an optical band-
pass filter (OBPF) with 3dB bandwidth of ~2nm is used before
the phase modulator to cut off part of the spectrum, which
slightly shape the optical spectrum and leads pulse width
spreading to ~4ps. The resulting spectrum and corresponding
waveform are shown in Fig.2 (a) and (b), respectively. To
perform symbol-by-symbol optical phase encryption, a spool
of dispersion-compensation fiber (DCF) with chromatic dis-
persion value of around —331ps/nm is used to stretch the
40Gb/s DPSK optical pulse train in the time domain. Each
symbol of the stretched pulses occupies ~662ps time duration
and thus the adjacent consecutive symbols are significantly
overlapped with each other, which makes the MLLD optical
source quite beneficial for enhancing security than using a
continuous-wave carrier with a narrow spectral bandwidth and
reduced symbol overlapping. Fig. 2(c) shows the measured
waveform of the stretched pulses, which exhibit as a noise-
like signal, making an eavesdropper unable to aware the
existence of the confidential DPSK signal. Afterwards, an
ultra-long, length-variable optical code (OC) with a chip rate
of 40Gchip/s generated from a separate bit pattern generator
is used to drive another phase modulator to perform time
domain optical phase encryption. Since each symbol of the
stretched pulses covers more than one-bit period, different
stretched symbol will correspond to different part of the ultra-
long OC, and equivalently be phase encrypted by respective
code pattern, OCI, OC2..., which has an effective chip
number of ~26. The pattern and length of the OC can be
rapidly reconfigured to another one in practical system to
greatly expand the code cardinality and enhance the security,
so as to prevent the eavesdropper from breaking the OC
offline.

At the receiver side, for a legitimate user to recover the
original DPSK optical pulses, the symbol-by-symbol phase
encrypted signal firstly has to be phase decrypted and then be
temporally compressed using a matched dispersive element
with reverse dispersion compared to that of the DCF. Any
malicious user will fail to access the confidential DSPK data
without knowing the exact OC and dispersion value of DCFE.
As shown in Fig. 1(b), at the receiver side for a legitimate user,
the optical decryption is configured in a symmetric structure
with respect to the encryption part, with a separate 40GHz
phase modulator driven by the inverse code of OC at a chip

Authorized licensed use limited to: Guangdong Univ of Tech. Downloaded on March 15,2021 at 05:56:20 UTC from IEEE Xplore. Restrictions apply.



GAO et al.: 40Gb/s SECURE OPTICAL COMMUNICATION BASED ON SYMBOL-BY-SYMBOL OPTICAL PHASE ENCRYPTION 853

rate of 40Gchip/s to remove the random phase imposed by the
phase encryption, and using another piece of standard single
mode fiber (SSMF) with opposite dispersion of approximately
+331ps/nm to fold the stretched symbols and regenerate the
40Gb/s DPSK optical pulse train. A tunable optical delay
line with sub-picosecond resolution is placed before the phase
modulator to temporally align the timing error between the
encryption and decryption side. For a practical system, clock
synchronization for the transceiver can be realized based on
standard protocols such as 1588v2 before performing any
optical encryption. After that, a delay line interferometer (DI)
with one bit delay of 25ps followed by a balanced photo-
detector (BPD) is used for DPSK demodulation and detection.
The extracted DPSK data is directed into a 40Gb/s clock and
data recovery (CDR) circuit and then demultiplexed into four-
channel 10Gb/s tributaries by an electrical demultiplexer for
bit-error-ratio (BER) measurement.

III. RESULTS AND DISCUSSION

In order to investigate the security of the 40Gb/s optical
phase encryption system, three types of OCs with different
lengths of 128, 512 and 1024 that are shorter, equal or longer
than the data pattern sequence are used for phase encryption in
a back-to-back scenario. The three OCs are randomly selected
from Gold code plus a zero for testing the en/decryption
performance, which however could also be a random binary
or even multi-level sequence. In this scheme, it is evident
that the eavesdropper cannot extract the confidential DPSK
data if she has no knowledge of both the OC and dispersion
value simultaneously. However, even if the information of OC
is unavailable, an eavesdropper may be sophisticated enough
and try to solely employ a tunable dispersion compensator
for temporal compression in the receiver. Fig. 3(a) shows
the spectrum obtained for a sophisticated eavesdropper using
the matched reverse dispersion value but an incorrect OC
with 1024-chip. Due to the imposed phase encryption on
the overlapped symbols, the spectral profile has no any fine
features and it is obviously distinct from the original 40Gb/s
DPSK data modulated optical spectrum shown in Fig. 2(a),
indicating that the phase relationship between different sym-
bols has been completely broken by the optical encryption.
The corresponding waveform and detected eye diagram after
BPD are shown in Fig. 3 (b)~(c), from which it can be
readily observed that the compressed signals are still symbol
overlapped with each other and the eye diagram exhibits as a
noise, showing high security robustness against a sophisticated
eavesdropper’s attack, let alone an ordinary eavesdropper
without any information of the OC and dispersion value.

On the contrary, by simultaneously using a matched
reverse dispersion compensation fiber and applying the correct
OC, the symbol overlapped signal can be phase decrypted
and the original DPSK data can be retrieved as well.
Fig. 4(al)-(a3), (b1)-(b3) and (c1)-(c3) show the measured
waveforms of the encrypted signals, optical spectra and cor-
responding waveforms of the correctly decrypted signals for
the three trials with different OC lengths of 128, 512 and
1024, respectively. From the middle column of Fig.4, one
can see that the spectral profiles and fine spectral structures
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Fig. 3. (a) Measured spectrum and (b) waveform for an eavesdropper with
matched dispersion but incorrect OC; (c) Measured eye diagram after BPD
for the eavesdropper.
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Fig. 4. Encrypted waveforms, decrypted optical spectra and waveforms by a
legitimate user for (al-a3) 128-chip, (b1-b3) 512-chip and (c1-c3) 1024-chip.

of the decrypted signals resembles the original DPSK optical
spectra, indicating that the phase relationship between adjacent
symbols have been preserved. Compared with the noise-like
encrypted waveforms shown in Fig.4 (al)-(cl), the correctly
decrypted signals for the legitimate user recovers the original
40GHz optical pulse trains with clear eye opening. Since
each symbol experiences a different effective optical phase
pattern, the decryption performance is slightly different for
each symbol when the rise and fall transitions of code patterns
are taken into account, which causes slight pulse amplitude
fluctuation, as shown in Fig.4 (a3)-(c3). Nevertheless, the
confidential data carried by the optical phase can be fully
extracted. Fig.5 (a) and (b) show the measured eye diagrams
for the decrypted 40Gb/s optical pulse trains after the balanced
detection and CDR, respectively. Wide eye openings have both
been achieved, which demonstrates that the phase information
of original 40Gb/s signal has been successfully recovered.
Note that the waveforms of the correctly decrypted signal in
Fig. 4 (a3)-(c3) is broader than the original optical pulse train,
which is mainly attributed to the slight dispersion mismatch
of the SSMF in the decryption side.

Fig. 6 shows the measured auto-correlation traces of the
original 40GHz optical pulse train after the OBPEF, the
correctly and incorrectly decrypted signals by using an auto-
correlator with 60ps scanning range. It can be seen that the
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Fig. 5. (a) Measured eye diagrams of the recovered 40Gb/s data after
balanced detection and (b) after CDR.
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Fig. 6. Auto-correlation traces of the original signal, correctly and incorrectly
decrypted signals.
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Fig. 7. BERs of the demultiplexed four-tributary 10Gb/s DPSK data of the
40Gb/s signal.

optical pulse has been broadened from ~4ps to ~8.7ps due
to the non-ideal dispersion compensation, which corresponds
to ~350m SSMF length mismatch with a dispersion slope of
~16.75ps/nm/km. An OBPF is hence used in the transmitter
part to alleviate the dispersion mismatch induced impairment
in the experiment. Despite of the slight mismatch, an auto-
correlation signal with high peak power for the correctly
decryption has been successfully obtained. In contrast, only
a cross-correlation signal with low peak power is obtained for
the incorrectly decryption.

The BER performances of the 40Gb/s DPSK signals are
finally evaluated after being demultiplexed into four individual
10Gb/s data using an electrical demultiplexer for the three
codes, as shown in Fig. 7. The eye diagrams of the demulti-
plexed four-tributary 10Gb/s data are also shown in the right
side of Fig.7 with clear eye opening. A power penalty of
around 2.5dB has been introduced for the correct decryption
when comparing with the case of without en/decryption, which
is mainly caused by the dispersion mismatch and code pattern
transition induced non-ideal decoding. BER lower than 10~°
has been achieved for all the demultiplexed channels of the
three OCs, which verifies the feasibility of the system for high
speed secure optical communication.

IEEE PHOTONICS TECHNOLOGY LETTERS, VOL. 32, NO. 14, JULY 15, 2020

IV. CONCLUSION

To conclude, we propose and experimentally demonstrate
a symbol-by-symbol optical phase encryption scheme with
advanced phase modulation formats for applications in high
speed secure optical communication. A 40Gb/s, 40Gchip/s,
secure optical communication system with DPSK modulation
format based on the proposed technique has been success-
fully demonstrated. By using commercial hardware optical
components for encryption, the demonstrated system can be
operated easily in a plug-and-play way and enable rapid
reconfiguring the length-variable, ultra-long optical code with
large code cardinality. It also exhibits the potential to support
higher order quadrature-amplitude-modulation formats and
wavelength/space division multiplexing technology to further
enhance the capacity beyond 100Gb/s, and thus making it a
very promising solution for future high speed secure optical
communication and realizing even one time pad.
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